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A Robust Image Watermarking Scheme Using Local
Statistical Distribution in the Contourlet Domain

Hamidreza Sadreazami , Member, IEEE, and Marzieh Amini, Member, IEEE

Abstract—Data security is a main concern in everyday data
transmissions in the Internet. A possible solution to guarantee a
secure and legitimate transaction is via hiding a piece of tractable
information into the multimedia signal, i.e., watermarking. This
brief proposes a new multiplicative image watermarking scheme
in the contourlet domain by taking into account the local sta-
tistical properties and inter-scale dependencies of the contourlet
coefficients of images. Although the contourlet coefficients are
non-Gaussian within a sub-band, their local distribution fits the
Gaussian distribution very well. In addition, it is known that
there exist across-scale dependencies among these coefficients. In
view of this, we propose the use of bivariate Gaussian (BVG) dis-
tribution to model the distribution of the contourlet coefficients.
Motivated by the modeling results, an optimum blind watermark
decoder is designed in the contourlet domain using the maximum
likelihood method. By means of carrying out a number of exper-
iments, the performance of the proposed decoder is investigated
with regard to the bit error rate and compared to other decoders.
It will be shown that the proposed decoder built upon the BVG
model is superior to other decoders in terms of rate of error.
It will also be shown that the proposed decoder provides higher
robustness in comparison to other decoders in presence of attacks
such as filtering, compression, cropping, scaling, and noise.

Index Terms—Digital image watermarking, extraction, bivari-
ate Gaussian model, contourlet domain.

I. INTRODUCTION

D IGITAL watermarking has been used in copyright protec-
tion and content authentication of images in multimedia.

Watermarking techniques may be classified based on the
embedding domain, embedding approach, and extraction or
detection methods [1], [2]. Watermark embedding is per-
formed either in spatial or spectral domain using additive,
multiplicative or quantization-based [21] approaches. The
extraction or detection method can be blind or non-blind. It
is known that the multiplicative embedding approach provides
more robustness than the additive one [3]. Thus, detection and
extraction of the multiplicative watermarks have widely been
studied [1]–[6].
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It is known that development of a blind watermark decoder
needs an accurate statistical characterization of images.
Recently, the statistical analysis has been conducted mostly
in the sparse domain. This is due to the fact that when the
watermark is embedded in the sparse domain, its robustness
can significantly be increased [4], [5]. Various watermark-
ing schemes have so far been developed, where the hidden
message is embedded into the contourlet coefficients of an
image, since the contourlet-domain watermarking techniques
are more robust against distortions than the other sparse
domain algorithms [1], [6]. In view of this, statistics of the
contourlet coefficients of images have been investigated and
shown to be non-Gaussian and heavy-tailed [1], [3], [6]. In
addition, these coefficients have been assumed to be indepen-
dent and identically distributed by the generalized Gaussian
(GG) [3], Cauchy [1], K-Bessel function [10], and normal
inverse Gaussian distributions [2]. However, these models have
been established for the marginal distribution of the contourlet
coefficients within a subband and ignored both the local dis-
tribution and inter-scale relation between the coefficients. It is
noted that the local distribution of the contourlet coefficients
has been shown to follow the Gaussian probability density
function (PDF) rather than a non-Gaussian PDF [11]. Taking
this into account, the use of the bivariate Gaussian model
is proposed to characterize the local statistical properties of
the contourlet coefficients as well as their inter-scale depen-
dencies, i.e., parent and children relationship. Incorporating
these statistics, a novel blind watermark decoder in the con-
tourlet domain is designed. The proposed decoder is developed
employing the bivariate Gaussian model in a maximum like-
lihood sense. The performance of the proposed decoder is
evaluated by conducting experiments and comparing it to those
of the other decoders. The proposed decoder is also examined
for its robustness when undergoing various distortions.

II. LOCAL MODELING OF IMAGES

A prevalent assumption in employing different distributions
to model the coefficients of images in the frequency domain
is the independent and identically distributed (i.i.d.) nature of
these coefficients [3]. However, the contourlet coefficients of
images have shown across scale dependencies between par-
ent and children [12], which plays a key role in modeling
these coefficients. As a consequence of which, the contourlet
coefficients of the entire subband may not be assumed to be
i.i.d. Thus, in order to incorporate the intra-scale dependency
of such coefficients, they are locally modeled as i.i.d. Gaussian
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Fig. 1. Empirical joint probability distribution of contourlet coefficients and their contour representations for test images, (a)-(c) Peppers, and (b)-(d) Barbara.

distribution with conditional mean and variance. This choice
is inspired by the work done in [11]. It has been shown in [11]
that the local distribution of the contourlet coefficients of an
image is Gaussian. In light of the above, in this brief, the
use of the bivariate Gaussian (BVG) model is proposed to
not only capture the local marginal distribution of the con-
tourlet coefficients, but to consider their dependencies across
scales. Fig. 1 depicts the empirical joint probability density
function of the children coefficients in the finest scale and its
corresponding parent in the second finest scale for two of the
test images, namely, Peppers and Barbara, as well as their
contour representations. It is seen from this figure that there
is a significant inter-scale dependency between the contourlet
coefficients in a local neighborhood, as evidenced by the con-
tour representation of the joint distribution, which is nearly
elliptic [13], and thus, can be well modeled by the bivari-
ate Gaussian density function which is elliptic in nature when
a dependency exists between two random processes [13]. In
view of this, the BVG model can be used to characterize the
contourlet coefficients in a local region and across scales. The
zero-mean BVG probability density function is expressed as
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= 1
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where xi and xj are children and parent coefficients in two
consecutive scales, respectively, σi and σj are their standard
deviations, and −1 < ρ < 1 is the correlation coefficient
between parent and children, which is given by
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where E{.} denotes the expectation operation.

III. PROPOSED WATERMARKING SCHEME

The proposed scheme comprises of two stages; hiding the
watermark message into the host image and extracting them
from the received marked image. In the following, the two
stages are presented.

A. Watermark Embedding

The process of inserting the hidden message bits into the
host image is started by segmenting the image into several
non-overlapping blocks. More specifically, the image I(m, n)

of size M × M is segmented into B blocks, each having size
of Q × Q as

I(m, n) =
B⋃

b=1

Ib(ḿ, ń), (3)

where Ib(ḿ, ń) denotes one of the non-overlapping blocks,
1 < ḿ, ń < Q and B = M2

Q2 . In order to insert a hidden
message of length k bits into the image, the variance of each
block is obtained and k blocks with the highest variance are
selected. Each selected block is then decomposed into J scales
and D directional subbands by using the multi-scale and multi-
directional contourlet transform and subbands are denoted as
Sjd, where j = 1, . . . , J and d = 1, . . . , D. To promise
the invisibility of the watermark, the directional subband in
the finest scale having the highest energy is selected for
inserting the watermark bits. The watermark bits are embed-
ded according to the multiplicative spread spectrum rule as
yi = xi(1 + sign(xi)ξ), where {xi}N

i=1 and {yi}N
i=1 are the origi-

nal and watermarked coefficients, respectively, and ξ ∈ �+ is
the watermark weighting factor. The binary watermark bits of
0 or 1 are embedded as

yi|1 = (1 + sign(xi)ξ)xi, 1 is embedded

yi|0 = (1 − sign(xi)ξ)xi, 0 is embedded (4)
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Fig. 2. Watermark imperceptibility of the proposed scheme. (a) Host, (b) watermarked Boat image with PSNR = 42.97 dB, and (c) the difference between
the host and watermarked images.

The watermarked contourlet coefficients of each block are then
inverse transformed to obtain the watermarked image.

B. Watermark Extraction

A watermark decoder is designed by considering the statis-
tics of the contourlet coefficients of images. It is noted that in
the proposed decoder having access to the host image is not
required and a blind watermark decoder is realized. It is known
that the role of a decoder is to extract the hidden binary mes-
sage from the observed image coefficients. In our proposed
scheme, the contourlet coefficients of children and their cor-
responding parent are assumed to be distributed by the BVG
model. In view of this, in order to extract the hidden mes-
sage bits from the subband coefficients of images, an optimum
decoder is built based on the bivariate Gaussian density func-
tion. To this end, for a subband with N observed coefficients
in one scale, i.e., children coefficients {yi}N

i=1, and its corre-
sponding parent in the preceding scale {yj}N

j=1, the maximum
likelihood decision rule is formulated as [14]

PBVG(y|1)

1
>

<

0

PBVG(y|0), (5)

in which the block coefficients for two consecutive scales
are modeled by the zero-mean bivariate Gaussian PDF given
by (7) and (8) as shown at the bottom of the next page. By
inserting these statistical models into (5) and after some alge-
braic manipulations, a mathematical closed-form expression
for the proposed decoder is derived as
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IV. SIMULATION RESULTS

To evaluate the performance of the proposed watermark
decoder, experiments are conducted using a number of gray
scale test images, each having a size of 512×512 pixels [15].
The images are first partitioned into several non-overlapping
blocks and those having the highest variances are selected

for further processing. In particular, the selected blocks are
decomposed by the contourlet transform with bi-orthogonal fil-
ters into three scales each having eight directional subbands. It
is noted that the number of directional subbands in each scale
should be the same; realizing a parent-children relation. To
have both yi and yj to be of the same size, the parent subband
is expanded by a factor of 2. To embed the hidden message
bits in the finest scale, the subband having the highest energy
is considered. It is noted that it is experimentally observed
that embedding the watermark does not change the order of
subbands with the highest energies. It is noted that, for a high
robustness, watermark weighting factor ξ can be increased to
a point where the watermark is still invisible. Accordingly,
the optimum value for the weighting factor is experimen-
tally found to be 0.5. To evaluate the watermark invisibility,
the mean peak-signal-to-noise-ratio (PSNR) is computed for
the host and marked images by taking the average over 20
runs with 50 different pseudo-random binary sequences as the
watermark signal. When ξ = 0.5, the PSNR values for three
of the test images, namely, Barbara, Lena and Boat, are 36.57,
44.45, and 42.97 dB, respectively. The imperceptibility of the
watermarking scheme is illustrated in Fig. 2; demonstrating the
host and watermarked Boat images, as well as the difference
between the host and watermarked images. It should be noted
that the PDFs of the host and marked images are assumed to
be the same, i.e., embedding the watermark with small ξ does
not change the distribution of the host image coefficients [2].
Therefore, the parameters of the BVG model can be estimated
from the observation y.

The performance of the proposed watermark decoder is
measured by the bit error rate (BER). Fig. 3 shows the
averaged BERs obtained using the proposed decoder and GG-
based decoder in [3] over a number of images, when varying
the watermark weighting factor ξ . From this figure, it is seen
that the proposed BVG-based decoder provides lower BERs
than the GG-based decoder does.

The performance of the proposed decoder in the con-
tourlet domain is compared to that of the methods
in [2]–[6] and [16]–[20] in presence of various attacks. Table I
gives BER obtained using the proposed BVG-based decoder
with a watermark having a length of 256 bits for a few of the
test images, namely, Barbara, Baboon, and Peppers, under
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Fig. 3. BER (%) comparison between the proposed scheme and GG-based
decoder in [3], averaged over a set of images.

TABLE I
BERS (%) OBTAINED USING THE PROPOSED SCHEME AS WELL AS

THOSE OBTAINED USING OTHER SCHEMES UNDER VARIOUS ATTACKS

FOR DIFFERENT TEST IMAGES. (k = 256 BITS, PSNR = 42 dB)

various attacks. The attacks considered in this experiment
are JPEG compression with a quantization matrix indexed by
a quality factor (QF) = 11, additive white Gaussian noise
(AWGN) with mean zero and standard deviation σn = 10,
and median filtering, for edge-preserving smoothening pur-
pose, with window of size 3 × 3. It is seen from this table
that the proposed BVG-based decoder provides considerably
lower BERs in presence of different attacks; indicating its high
robustness. Similar results have also been observed for the
other test images.

TABLE II
PERFORMANCE COMPARISON (BER (%)) FOR VARIOUS WATERMARK

DECODERS, WHEN WATERMARKED IMAGES ARE

UNDER ATTACKS. (k = 128 BITS)

TABLE III
PERFORMANCE COMPARISON IN TERMS OF BER FOR VARIOUS

WATERMARKING SCHEMES, IN PRESENCE OF DIFFERENT ATTACKS.
(k = 64 BITS, PSNR = 42 dB)

Table II gives BERs of the proposed decoder and those of
the methods in [3]–[5] and [20], for an embedded hidden mes-
sage having a length of k = 128 bits, under JPEG compression
with QF = 20, AWGN with standard deviation σn = 20, and
salt and pepper (S&P) noise with noise density p = 0.05,
for Barbara and Baboon images. As seen from this table, the
proposed watermark decoder provides lower BERs; indicating
its higher robustness in presence of these attacks.

Table III gives BERs for the proposed decoder and the meth-
ods in [4], [8], [16], and [20], when k = 64 bits, under
JPEG compression with QF = 5, median filter having a
mask sizes of 7 × 7 and 9 × 9, and salt & pepper noise
with p = 0.08, for Peppers and Baboon images. The results
obtained in Table II clearly reveal that the proposed decoder is
superior to other decoders in terms of robustness by providing
lower BERs.

The performance of the BVG-based decoder in the con-
tourlet domain is examined under the scaling attack and S&P
noise. Tables IV and V give BER values of the proposed
decoder and those yielded by the methods in [2] and [3],
under these attacks. As observed from these tables, the
BVG-based decoder is more robust against scaling attack and
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TABLE IV
BER (%) OBTAINED USING THE PROPOSED DECODER AND THOSE

IN [2] AND [3] UNDER SCALING ATTACK

TABLE V
BER (%) OBTAINED USING THE PROPOSED DECODER AND THOSE

IN [2] AND [3] UNDER SALT & PEPPER NOISE ATTACK

TABLE VI
BER (%) OBTAINED USING THE PROPOSED DECODER AND

THOSE IN [2] AND [17], UNDER CROPPING ATTACK.
(MESSAGE LENGTH=256 BITS)

S&P noise than the other methods; evidenced by the lower
BERs. Table VI gives BER values obtained using the proposed
decoder and those provided by the schemes in [2] and [17],
when the test images are 5% or 10% cropped. The lower BER
values seen from this table indicate the more robustness of
the proposed BVG-based watermarking scheme as compared
to the other methods in presence of cropping attack.

V. CONCLUSION

In this brief, an optimum watermark decoder has been
proposed for multiplicative watermarking in the contourlet
domain based on bivariate Gaussian model as a local prior
for the coefficients of two consecutive scales. A mathemati-
cal closed-form expression for the proposed decoder has been
derived for the watermark extraction by using the maximum
likelihood criterion. The performance of the proposed decoder
has been investigated through experiments and compared to
that of a number of existing decoders. It has been demon-
strated that the bivariate Gaussian-based watermark decoder
provides a performance superior to those of the other decoders
by achieving lower bit error rate values. The robustness of the
proposed watermarking scheme has also been studied against
compression, filtering, cropping, scaling and noise attacks, and
shown to be higher than the other decoders.
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