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A Robust Multiplicative Watermark Detector for
Color Images in Sparse Domain
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Abstract—In recent years, digital watermarking has facilitated
the protection of copyright information through embedding hid-
den information into the digital content. In this brief, for the first
time, a blind multichannel multiplicative color image watermark-
ing scheme in the sparse domain is proposed. In order to take
into account the cross correlation between the coefficients of the
color bands in the sparse domain, a statistical model based on the
multivariate Cauchy distribution is used. The statistical model is
then used to derive an efficient closed-form decision rule for the
watermark detector. Experimental results and theoretical analysis
are presented to validate the proposed watermark detector. The
performance of the proposed detector is compared with that of the
other detectors. The results demonstrate the improved detection
rate and high robustness against the commonly used attacks such
as JPEG compression, salt and pepper noise, median filtering,
and Gaussian noise.

Index Terms—Color image watermarking, contourlet trans-
form, multiplicative watermark, multivariate Cauchy distribution,
watermark detection.

1. INTRODUCTION

IGITAL image watermarking as a tool for copyright pro-

tection has attracted a lot of attention in the past few years.
Most of the image watermarking schemes have focused on
grayscale images. The generalization of such schemes for color
images is feasible by marking the luminance channel in the
luminance/chrominance, i.e., Y uv, domain or through marking
each channel separately. However, it has been shown that
the dependencies between the RGB channels can remarkably
improve the performance of watermark detection [1]. In [1],
a watermarking technique has been proposed in the discrete
cosine transform domain in which the dependencies of the RGB
channels have been taken into account by defining a global
correlation measure. In [2], a quaternion Fourier transform
(QFT)-based nonblind color image watermarking technique
has been proposed. However, by ignoring pure quaternion
precondition, its performance is not satisfactory both in terms
of visual quality and extracting the watermark bits. In [3], a
color image watermarking scheme in the QFT domain based on
the least square support vector machine (LS-SVM) combined

Manuscript received June 12, 2015; accepted August 9, 2015. Date of publi-
cation August 17, 2015; date of current version November 25, 2015. This work
was supported in part by the Natural Sciences and Engineering Research Coun-
cil of Canada and in part by the Regroupement Stratégique en Microélectron-
ique du Quebec (ReSMiQ). This brief was recommended by Associate Editor
C. Shing-chow.

The authors are with the Centre for Signal Processing and Communications,
Concordia University, Montreal, QC H3G 1M8, Canada (e-mail: h_sadrea@
encs.concordia.ca; omair@encs.concordia.ca; swamy @encs.concordia.ca).

Color versions of one or more of the figures in this brief are available online
at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TCSII.2015.2468995

with pseudo-Zernike moments has been proposed. As stated by
the authors in [3], the drawback of this work is the high com-
putation time required for LS-SVM training and to calculate
the pseudo-Zernike moments. In [4], all the four components
of the QFT have been considered for watermark embedding,
which is at the expense of a more complex scheme than those
in [2] and [3]. In [5], a genetic algorithm has been used to
adaptively embed the watermark bits in a nonblind color image
watermarking scheme. As stated by the authors, this scheme
suffers from a heavy load of computations strictly connected
with the estimation of the quaternion radial moments. In [6], a
wavelet-based watermarking scheme for color images has been
proposed through visual masking in the Y uv domain. However,
it does not take the color information into account by ignoring
the chrominance components. In [7], the histogram bin shifting
technique has been used for reversible watermarking of the
color images. However, the performance of this algorithm is
not satisfactory in the RGB color space.

In many watermarking schemes in the transform domain, a
decision rule has been made by a binary hypothesis test to verify
the presence or absence of the hidden information. It has been
shown that the effectiveness of a watermark detector highly de-
pends on the modeling of the transform-domain coefficients [8],
[9]. In [9], the Weibull density function has been used to model
the discrete Fourier transform coefficients of color images.
In [10], a multivariate power-exponential (MPE) distribution
has been proposed to capture the wavelet subband statistics
and dependencies across RGB channels in an additive color
image watermarking scheme. However, the proposed detector
in [10] is not robust when the watermark is low powered or the
watermarked image is under attack.

In view of this and the fact that none of the existing works
in the literature have considered a multiplicative watermarking
scheme for color images, in this brief, for the first time, we
propose a multichannel multiplicative watermark detector for
color images that aims at improving the watermark detection
rate. The proposed detector is based on the multivariate Cauchy
distribution. A Bayesian log-likelihood ratio test is employed to
derive an efficient closed-form expression for the test statistics.
The performance of the proposed detector is evaluated by ob-
taining the receiver operating characteristic (ROC) curves. The
robustness of the proposed watermarking scheme is examined
when the watermarked images undergo JPEG compression,
Gaussian noise, median filtering, and salt and pepper noise.

II. WATERMARKING SCHEME

To embed the watermark bits, the original RGB color chan-
nels are separately decomposed into a number of subbands
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by using the contourlet transform with the highest sparsity
among other transforms [11]. It is known that the watermark
should be inserted into the significant features of an image
in order to increase the robustness of the watermark [12]. In
view of this, the directional subband with the highest entropy
in the second scale of each channel is chosen for embedding
purposes. The contourlet coefficients of the selected subband
are modified as y = x(1 + (w), where x = [z1, ©2, 23] andy =
[y1, Y2, y3) are the original and marked coefficients of the RGB
channels, w = [w1, wa, w3] is the watermark of size N x 3, and
¢ is a positive watermark weighing factor. The watermark is
generated using a direct-sequence spread spectrum technique,
wherein the watermark is generated using a pseudorandom
sequence generator that has an authentication key as its initial
value. This pseudorandom sequence spreads the spectrum of
the watermark signal over many coefficients, making it difficult
to be detected. The watermarked contourlet coefficients are
then inversely transformed to obtain the watermarked image.
To detect the presence of the watermark in the receiver, the
signal statistics is taken into account via modeling the con-
tourlet coefficients of RGB color channels by the multivariate
Cauchy distribution. The Cauchy model has been shown to
accurately fit the histogram of the contourlet coefficients of
images [8]. To design the watermark detector, we employ a
Bayesian log-likelihood ratio test, which can be reduced to a
binary hypothesis test as

Hy iy =x(1 4+ ¢w) (watermarked)
Hy : y =x (not — watermarked). (D

Hypotheses H; and Hy correspond to whether or not the
contourlet coefficients are watermarked by the sequence w,
respectively. The decision rule is then defined as the log-
likelihood ratio given by

H,y
fy(Y|H1)> >
Ager = In | Y2 2
wn(Am) C 7 *
Hy

where 7 is the decision threshold and

fy(y|Ho) = fx1,x2,x5 (Y1, Y2, Y3)

fX17X27X3 (1+Cw1’ 1+yC2w2’ 14}5“’3)
(14 Cw1)(1 + Cwz)(1 + Cws)

fy(y|Hy) = 3

The detector is supposed to choose between H; and Hj
based on the received image coefficients y. Then, by assuming
the independence of the observations, the log-likelihood ratio
becomes

Adet

N
= Zln
i=1

P Yii Y2i Y3i
1+Cwiy;? 1+CQwz; * 1+Cws;

(14 Cw1s) (1 +Cwaq ) (14 Cwsq ) P (Y14, Y2i» Y3i)

“)
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To take into account the information carried out by all the
three color channels, the data x are modeled by the multivariate
Cauchy distribution given by

D (24)

VO HIES o

fx(x:n,X) = ]n+1 (5)

where I'(.) is the gamma function, and ¥ is the covariance
matrix of size n x n. Thus, the log-likelihood ratio for the
multivariate Cauchy distribution is obtained as

1+yr'sly,
Adet—z) (1+zzTE 121

N

1
1 6
+; M T Cond) (0 Con) (1 1 Cuomg) | @
where
- Y1 Y2 Y3
Z_[l—l—Cwl’l—l-CwQ’l—i—CwJ' @

The log-likelihood ratio can be seen as a superposition of N
statistically independent random variables. Thus, according to
the central limit theorem, the log-likelihood ratio follows a
Gaussian distribution under each hypothesis. The mean and
variance of each of the Gaussian distributions can be esti-
mated from the empirical data and are given by (o, p1) and
(02,0%) for Hy and H, respectively. After some mathemat-
ical manipulations on (6), the theoretical mean and variance
of the log-likelihood ratio under Hy can be shown to be
(see the Appendix)

po = - 1+ ) + (1 = Q)

_ 2
(1+y7sty,)

+Zln 1 yz AR
T o ) T T
N yIs-ly, \ 2
3 1 1+72
0(2): §1n1+<—|—1n ( ) )
=1 _C 1+ (1+<)2L

It can be also shown that 3 = —pg and 0? = o3. Having
found the mean and variance of the log-likelihood ratio under
both hypotheses, the probabilities of false alarm and detection

can be estimated as
Pfa = Q (T — MO)
00

T —
Pyet = Q ( 0-1/1‘1)

where Q(z) = (1/v/27) §-° ¢ **/2dz. The ROC curves are
obtained by relating the probability of detection Pyt to a prede-
fined probability of false alarm Pk, in a Neyman—Pearson sense,
given in [13], i.e., Paet = Q(Q 1 (Pra) — (2141 /01)). It should

(10)
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Fig. 1. (a) Original and (b) watermarked Kodak images, from left to right: Girl, Headlight, Window, and Parrots, with PSNR values of 68.08, 64.16, 63.45,

and 69.57 dB, respectively.

be noted that the probability of detection needs to be kept at
a high level for a predefined rate of false alarm to increase
the reliability of detection. In order to estimate the covariance
matrix X from the observation, we resort to the maximum-
likelihood estimation via the expectation—maximization algo-
rithm proposed in [14].

III. SIMULATION RESULTS

Experiments are performed using a set of color images,
including Kodak and standard (for example, Lena and Baboon)
images, each resized to 256 pixels x 256 pixels. The RGB
color channels are first decomposed using the contourlet trans-
form into two scales and eight directions in each scale. The
watermark bits are embedded in each color channel in a mul-
tiplicative manner resulting in higher robustness with respect
to single-channel [1], [9] or additive watermarking algorithms
[10]. In Fig. 1, some of the original and watermarked Kodak
images are illustrated. The images are indistinguishable with
high peak signal-to-noise-ratio (PSNR) values obtained by
averaging over 10 runs with 100 different watermark sequences
and a watermark weighting factor ( = 0.5, thus showing the
effectiveness of the proposed scheme in terms of the invisibility
of the watermark.

In order to evaluate the performance of the proposed wa-
termark detector, we examine the closeness of the theoretical
and experimental ROC curves for the proposed detector. The
experimental results are obtained by using a Monte Carlo sim-
ulation with 1000 randomly generated watermark sequences.
Fig. 2 shows the experimental and theoretical ROC curves av-
eraged over a set of color images. It is seen from this figure that
the theoretical ROC curves are close to the empirical ones indi-
cating the accuracy of the closed-form expressions in (8) and (9)
for the mean and variance of the log-likelihood ratio.

We then compare the detection performance of the proposed
blind watermark detector to that of the RGB joint correlator [1],
luminance-GG/Cauchy [9], and RGB-MPE [10]. Fig. 3 shows
the ROC curves of various detectors averaged over a set of
color images. It is seen from this figure that the proposed
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Fig. 2. (Dashed) Experimental and (solid) theoretical ROC curves averaged
over a set of color images obtained using the proposed detector.
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Fig. 3. ROC curve obtained using the proposed detector (multiplicative and
additive) and that of the RGB joint correlator [1], luminance-GG/Cauchy [9],
and RGB-MPE [10].

multiplicative watermark detector yields a performance that is
substantially better than that of the other detectors as evidenced
by a higher probability of detection for any given value of
false alarm probability. It is also shown that the proposed
multiplicative watermark detector provides a 15% gain over its
additive counterpart.

The performances of the proposed watermark detector
against two of the commonly used attacks, namely, JPEG
compression and additive white Gaussian noise (AWGN), are
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Fig. 4. ROC curves obtained using the proposed detector averaged over a set
of color images when the watermarked images are JPEG compressed with
various QFs.
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Fig. 5. ROC curves obtained using the proposed detector averaged over a
set of color images when Gaussian noise with various oy is added to the
watermarked images.

then examined. Fig. 4 shows the ROC curves obtained using
the proposed watermark detector averaged over a set of color
images when the watermarked images are JPEG compressed
with quality factor (QF) = 5,15, and 35. It is seen from this
figure that the proposed detector is highly robust against JPEG
compression attack. More specifically, the detector is capable
of detecting the presence of the watermark with the highest
possible detection rate for a given Pr, when QF > 35. To
study the robustness against noise, the watermarked images
are corrupted by AWGN with standard derivation o, varying
from O to 40. Fig. 5 shows the averaged ROC curves obtained
using the proposed detector when the watermarked images are
contaminated by Gaussian noise. It is seen from this figure
that the proposed detector is highly robust against AWGN even
under high-strength noise, i.e., o, = 40. Fig. 6 shows the ROC
curves obtained using the proposed watermark detector when
the watermarked images undergo median filtering with mask of
sizes 3 x 3,5 x 5,and 7 x 7. From this figure, it is seen that
the proposed detector is highly robust against median filtering.
Fig. 7 shows the ROC curves averaged over a set of images
when the watermarked images are contaminated by salt and
pepper noise with equal probability. It is seen from this figure
that the proposed watermark detector is robust against salt
and pepper noise, particularly when the noise levels are less
than 10%.

Unlike the QFT-based methods in [2]-[5] that are very com-
plex, the proposed multiplicative detector is computationally
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Fig. 6. ROC curves obtained using the proposed detector averaged over a set
of color images when the watermarked images undergo median filtering with
masks of various sizes.
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Fig. 7. ROC curves obtained using the proposed detector when the wa-
termarked images are contaminated by salt and pepper noise with various
probability of noisy pixels. p denotes the percentage of corrupted pixels.

efficient since it requires 0.89- and 7.42-s CPU times averaged
over a set of images on an Intel Core 7 2.93-GHz personal
computer with 8-GB RAM for the cases of parameters that
are predefined and estimated, respectively. In terms of capac-
ity, it is known that, in the QFT-based methods, there is a
symmetry constraint for embedding the watermark bits; this
impacts their performance not only in terms of the capacity but
also in terms of invisibility and robustness [4]. However, the
proposed watermarking scheme is capable of fully employing
the maximum possible capacity. In terms of the PSNR value of
the watermarked images, the proposed scheme provides higher
PSNR values for the watermarked images. For example, the
PSNR values for one of the test images, i.e., Lena image of sizes
256 x 256 and 512 x 512, are 53.84 and 64.21 dB, respectively,
whereas the PSNR values given in [2], [3], [4] and [5] are
30 dB for the image of size 512 x 480, 36.10 dB for the image
of size 256 x 256, 37.71 dB for the image of size 512 x 512,
and 40.38 dB for the image of size 512 x 512, respectively.

IV. CONCLUSION

In this brief, we have proposed a blind statistical multiplica-
tive watermark detector in the sparse domain for watermarking
of color images. To efficiently exploit the statistical depen-
dencies between the color channels in designing the water-
mark detector, the sparse domain coefficients of the channels
have been modeled by the multivariate Cauchy distribution.
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Employing this model, the statistical watermark detector has
been designed through the Bayesian log-likelihood ratio test
based on which closed-form expressions for the mean and vari-
ance of the log-likelihood ratio have been derived. Experiments
have been carried out using standard color images to evaluate
the performance of the proposed watermark detector. It has
been shown that the performance of the proposed multiplicative
watermark detector for color images is substantially superior
to that of the other detectors in terms of providing a higher
detection rate. It has been also shown that the proposed de-
tector is highly robust against common attacks such as JPEG
compression, Gaussian noise, median filtering, and salt and
pepper noise.

APPENDIX
MEAN AND VARIANCE OF THE LOG-LIKELIHOOD
RATIO UNDER HYPOTHESES Hy AND H;

For the proposed multichannel multiplicative watermark de-
tector, the log-likelihood ratio A4et is given by (6). Let Ager =

91(y) + g2(y), where

g1(y) = —In[(1 + Cw1)(1 + Cwz2)(1 + Cws)|

1-%yTE‘1y)2

g2(y) = In (m (A.1)

It is known that, for large N, the log-likelihood ratio under
both hypotheses can be approximated by Gaussian distributions
with means (110, 411) and variances (03, 0%) [13]. The mean and
variance of the log-likelihood ratio under Hy (i.e., y; = X;) can
be obtained as

= M(Adet; HO)
N
Z :u’!h + Mgz (A2)
0t = *(Ader; Ho)
N
_ 2 2
- Z (091 +0g, — 241g,9, + 2”91”92) ' (A.3)

-
Il
—

We assume that the watermark sequence where w; = ws = w3
is generated by a pseudorandom sequence taking values +1
and —1 with equal probability. Hence, 14, and pug, can be
obtained as

~2 (1n(1+¢) + (1 - 0))

g, = (A4)
1+yTy-ly 1+yr'y-ly
fgo = In | —pg— - | H1I0 | — 75 (A.5)
L+ 7 1+ 355
a+0z (1-0)?

Substituting (A.4) and (A.5) into (A.2) and after making some
manipulations, we can establish (8). In order to find the variance
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of the log-likelihood ratio under Hy, given by (A.3), the various
terms are found and are given by

9
o5 =E[7] — i, = 7 (1 +¢) +In(1 - ())* (A6)
_ 2
1+yTlE 12y
—C
o5 =B (o8] — i, = |0 oy (A7)
T Tz
3 14+y'sly
Hgrgo = — zIn | ———=== | In(1 + ()
2 yry-ly
1+ a5
3 1+yry-t
~Zin T—%ﬁjg In(1 - ¢) (A.8)
T aor
-3
b tigy = (1 +¢) + In(1 )]
1+ yTe-1y)?
.ln ( ty y) (A.9)

yI's-1 yI's-ly :
(L*UHV)O+< >)

Substituting (A.6)—(A.9) into (A.3) and after some mathemati-

cal manipulations, the final expression for the variance, as given

by (9), can be obtained. In a similar manner, the mean and

variance of the log-likelihood ratio under hypothesis H; can
be obtained.
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