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Abstract— Digital watermarking has been widely used in the
copyright protected images in multimedia. This paper addresses
the blind watermark detection problem in contourlet domain. It
is known that the contourlet coefficients of images have non-
Gaussian property and can be well modelled by non-Gaussian
distributions such as the normal inverse Gaussian (NIG). In view
of this, we exploit this model to derive closed-form expressions
for the test statistics and design an optimum blind watermark
detector in the contourlet domain. Through conducting several
experiments, the performance of the proposed detector is
evaluated in terms of the probabilities of detection and false
alarm and compared to that of the other existing detectors. It is
shown that the proposed detector using the NIG distribution is
superior to other detectors in terms of providing higher rate of
detection. It is also shown that the proposed NIG-based detector
is more robust than other detectors against attacks, such as
JPEG compression and Gaussian noise.

Keywords— Contourlet transform, normal inverse Gaussian
distribution, multiplicative watermark, blind watermark
detection.

L INTRODUCTION

Digital watermarking is a process of embedding hidden
secondary data into digital multimedia products for copyright
notification and protection, content authentication, and secret
communication [1]. There are many works on image
watermarking in the transform domain by using the statistics
of the subband coefficients of the wavelet transform [2], [3].
In recent years, the contourlet transform has received much
attention as an alternative to other multi-scale and multi-
resolution transforms in image watermarking [4], [5]. This is
mostly due to its appealing characteristics in capturing smooth
contours and geometric structures in images, and yielding
sparser coefficients, i.e., it represents the edges by a few
samples [6], [7]. In watermark verification process, a blind
approach is more desirable since they need no access to the
original image. In view of this and to design a blind
watermark detector, watermark detection problem has been
regarded as a statistical problem based on the statistics of the
image coefficients [2], [4]. Researchers have studied the
statistical properties of the contourlet subband coefficients and
shown that the contourlet subband coefficients of images have
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significantly non-Gaussian and heavy-tailed properties [6],
[8]. The contourlet coefficients within a subband may be
assumed to be independent and identically distributed. With
this assumption, researchers have developed marginal models
for the contourlet subband coefficients using the Cauchy
distribution [4] and generalized Gaussian (GG) density [6]. In
[4], we have developed the watermark detectors based on
these distributions. It has been shown that the Cauchy based
watermark detector is more robust than the GG-based detector
and provides higher detection rates. In order to model the
contourlet coefficients of images, we have proposed the
normal inverse Gaussian (NIG) distribution [9]. It has been
shown that this model provides a close fit to the distribution of
the contourlet coefficients of images. In view of this in this
work, we design a novel blind watermark detection scheme in
the contourlet domain based on the NIG distribution. The
performance of the proposed detector is evaluated by
conducting several experiments and comparing it to that of the
other existing methods. We observe that the watermark
detection performance is improved as compared to the Cauchy
and GG based detectors.

II. WATERMARKING SCHEME

A. Watermark embedding

There have been several works suggesting that the
performance of the contourlet-domain algorithms is better than
those based on other frequency-domain watermarking
algorithms such as the wavelets [4] in terms of both
invisibility of the watermark and resistance to attacks. This is
mostly due to the spreading property of the contourlet
transform in that if the watermark bits are inserted into
specific subband, they will be spread out into all the subbands
when the watermarked image is reconstructed. Suppose that an
image is decomposed into J scale and D directional
subbnads by using the contourlet transform and subbands are
denoted by S, where j=1,...,J and d=1,..,D. In order to

guarantee the imperceptibility of the watermark and taking to
account the properties of the human visual system, the
watermark bits are embedded into the directional subband
coefficients of the finest scale with the highest energy as there
are generally more edges in such subbands. In view of the fact
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that the multiplicative watermarks are image content
dependent [10], and thus are more robust than additive
watermarks, in our proposed watermarking scheme, we embed
the watermark bits according multiplicative-spread spectrum
rule as y; =x;(1+sign(x;)&) , where {xi}ilil and {yi}ili1 are
the original and watermarked coefficients, respectively,
Ee R, is a weighting factor and {Wi}ili1 is the bipolar
watermark bits with elements {-1,+1} having equal
probabilities. The weighting factor & can be calculated for an
image using the watermark to signal ratio (WSD) given by

WSD =20log—=- , where o7 =§fo [2], [4], [10]. In this
1 1

oy
way, the watermark can be adapted to the local properties of

the original image. The watermarked contourlet coefficients
are then inverse transformed to obtain the watermarked image.

B. Watermark detection

The verification of the existence of the watermark, i.e., the
watermark detection, is sometimes sufficient for the purpose
of checking the authenticity of the copyright. In this work, we
design a new watermark detector based on the NIG
distribution as a prior for the contourlet coefficients of images.
To this end, a Bayesian log-likelihood ratio test is employed
for detecting the watermark. This method may be formulated
as a binary hypothesis test where Hy: & = 0 (not watermarked)
and H;: £#0 (watermarked) denote the null and alternative

hypotheses, respectively. The decision rule is given by

Ay, =tn| HOTHD > (1)
£,(Y [Hy) J<

where A, is the log-likelihood ratio and t is the threshold.
The log-likelihood ratio can be formulated as

In(1+&)+1n(1-¢)
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The data is modeled by an appropriate statistical distribution
by assuming the independence of the observations. In this
work, we exploit the zero-mean and symmetric NIG
probability density function (PDF) given by

ad e K (a 52 +y2)
\/62+y2

where o and y are the shape and scale parameters,

P(y)= G)

respectively. The NIG parameters can be estimated using the
moment generating function discussed in [9]. By inserting (3)
into (2), the log-likelihood ratio becomes

N
Ager == In(1+sign(y;)&)
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Considering all terms of summation as independent, the log-
likelihood ratio can be regarded as a superposition of N
statistically independent random variables with finite mean
and variance.
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Fig. 1. (a) Original, (b) watermarked Lena image with PSNR= 65.23 dB, and (c) the difference between the original and
watermarked image obtained using the proposed watermarking scheme.

Thus, according to the central limit theorem [12], the log-
likelihood ratio under both the hypotheses can be
approximated by the Gaussian distributions with means

(y»1,) and variances (o.,c;). The mean and variance of the
log-likelihood Hy

theoretically derived in (5) and (6). The mean and variance of
the log-likelihood ratio under H; can also be found in a similar

ratio under where Vi:y,=x;, Iis

manner. It can easily be shown that p,=-p, and o, =o; .
Using these quantities, the probabilities of false alarm P, and

detection P, are related in a Neyman-Pearson sense [12] as

L
O

SIMULATION RESULTS

Pyt = Q(Q‘1 (Pg) — (7)

II1.

Experiments are performed using a set of 100 grayscale
images of size 512x512 [13]. The images using the contourlet
transform with 9-7 bi-orthogonal filters for both the multi-
scale and multi-directional decomposition stages. To embed
the watermark bits in the finest scale, the subband with the
highest energy is selected. To evaluate the imperceptibility of
the embedded watermark, the mean peak-signal-to-noise-ratio
(PSNR) between the original and watermarked images are
obtained by averaging over 10 runs with 50 different pseudo-
random binary sequences as the watermark signal. The PSNR
values for three of the test images, namely, Barbara, Lena and
Baboon, are 59.41, 65.23, and 61.92 dB, respectively. Fig. 1
shows the original and watermarked Lena images, as well as
the difference between the original and watermarked images.
It is seen from this figure that the watermarking scheme is
imperceptible. In order to evaluate the performance of the
proposed watermark detector, we first examine the closeness
of the theoretical and experimental ROC curves for the NIG,
Cauchy ad GG detectors. The experimental results are
obtained from 1000 test runs for each image. Fig. 2 shows the
experimental and theoretical ROC curves of different detectors
for two of the test images, namely, Barbara and Lena.
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Fig. 2. The experimental and theoretical ROC curves using the NIG,
Cauchy and GG based detectors for (a) Barbara (b) Lena images
when WSR=-60
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It is seen from this figure that the theoretical ROC curves are
close to the empirical ones indicating the accuracy of the
closed-form expressions in (5) and (6) for the mean and
variance of the log-likelihood ratio. We then compare the
detection performance of the proposed blind NIG-based
watermark detector to that of the other detectors in terms of
the probability of missing the watermark P, =1-P,,. Table

I gives the probability of missing the watermark for the NIG,
Cauchy and GG detectors for three of the test images, namely,

iss

Barbara, Lena and Baboon, when P, =10"°. It can be seen

from this table that the proposed NIG-based detector performs
better than other detectors by providing lower probabilities of
miss detection.
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Table I
Probability of missing the watermark for the NIG, Cauchy and

GG-based detectors for various values of WSR.

P miss

NIG | Cauchy | GG
WSR=-65
Barbara 0.4260 0.6175 0.7769
Lena 0.6843 0.8126 0.9249
Baboon 0.5671 0.7497 0.8525
WSR=-60
Barbara 0.3021 0.4264 0.6113
Lena 0.5891 0.7023 0.8919
Baboon 0.4602 0.5741 0.6955
WSR=-55
Barbara 0 0.0831 0.1541
Lena 0.0815 0.1846 0.2248
Baboon 0 0.1172 0.1840
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Fig. 3. ROC curves obtained using the NIG, Cauchy and GG-based
detectors under JPEG compression attack with QF=5.
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Fig. 4. ROC curves obtained using the NIG, Cauchy and GG-based
detectors under additive Gaussian noise with various noise levels.

It should be noted that the same experimental setting is
considered for different watermark detectors. We also
examine the performance of the proposed detector against
noise attacks. Fig. 3 show the ROC curves obtained using the
proposed watermark detector when the watermarked Barbara
image is JPEG-compressed with quality factor (QF) = 5. From
this figure, it can be seen that the proposed NIG detector is
more robust against JPEG compression attack than the Cauchy
and GG detectors are. Fig. 4 shows the ROC curves obtained
using the NIG, Cauchy and GG-based detectors when the
Gaussian noise is added to the watermarked Barbara image. It
is seen from this figure that for different levels of the Gaussian
noise, the proposed NIG detector exhibits strong resistance
against noise by providing higher detection rate for a given P

and hence, is more robust than other detectors under the
Gaussian noise.

IV. CONCLUSION

In this work, we have proposed an optimum detector for the
multiplicative watermarking scheme in contourlet domain by
using the NIG distribution as a prior for the contourlet
coefficients of images. The proposed detector has employed
the Bayesian log-likelihood ratio criterion for the watermark
detection. By the central limit theorem, the PDF of the log-
likelihood ratio has been assumed to be Gaussian and closed-
form expressions for the mean and variance of the log-
likelihood ratio under null and alternative hypotheses have
been derived. The performance of the proposed detector has
been evaluated by conducting several experiments and
compared to that of several existing detectors. It has been
shown that the NIG-based watermark detector achieves
increased detection performance as compared to other
detectors. It has also been shown that the proposed
watermarking scheme using the NIG-detector is more robust
against different attacks than other detectors are.
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